A well constructed plan-docheck-act (PDCA) tool, in the context of a Safety Management System (SMS), and incorporating a structured field survey, can help students prepare for real-world problems, situations and crises in general aviation (GA) security by providing an actual professional environment to study. Thus, through the examination of an actual GA airport, students are given the opportunity to work issues through the trials, tribulations, experiences, and research findings of others. In this paper all the elements of GA airport security plan are analyzed at the collegiate level. It is suggested that this PDCA tool be implemented as a SMS model for the study of future ahport security c o m e s used in the collegiate environment.
Introduction to General Aviation Security
Providing effective general aviation (GA) security is a complex problem because of the size of an airport, the diversity among users, and the unpredictable nature of terrorism. A comprehensive SMS approach to all elements of GA security is a goal to strive for while recognizing the complexity of airport security programs. Title 49 Code of Federal Regulations will continue to evolve as new technologies and capabilities are developed; as will the protocols for GA security measures to prevent terrorist acts against the United States (Transportation Security Administration, 2008) According to the FAA (200) the background of SMS stems fiom a systematic, proactive, and well-defined safety program. A SMS approach:
. . . allows an organization producing a product or service to strike a realistic and efficient balance between safety and production. The forecast growth in air transportation will require new measures and a greater effort h m all aviation producers-including airport operators-in order to achieve a continuing improvement in the level of aviation safety. The use of SMS at airports can contribute to this effort by increasing the likelihood that airport operators will detect and correct safety problems before those problems result in an aircraft accident or incident. (7 1)
Role of the Transportation Security Administration
The Transportation Security Administration (TSA) is required to prescribe rules to protect persons and property on aircra& against acts of criminal violence and aircraft piracy, and to prescribe rules for weening passengers and property for dangerous weapons, explosives, and destructive substances. To cany out the provisions of the Aviation Transportation and Security Act of 2001 (ATSA), the TSA has adopted former FAA rules requiring airport operators, air carriers, indirect air carriers, and foreign air carriers to cany out various duties for civil aviation security. Title 49, Code of Federal Regulations (CFR), incorporates the following Transportation Security Regulations (TSRs) that concern aviation security: Part 1542 applies to certain airport operators; Part 1544 governs certain air carriers; Part 1546 applies to the operation of foreign air carriers; and Part 1548 applies to indirect air caniers such as bight forwarders, who engage indirectly in air transportation of property within the United States and sometimes operate out of GA facilities (Quilly, 2005; Transportation Security Administration, 2008) .
TSR Parts 1520,1540,1542 and 1548
Part 1520 forbids the disclosure of information that may compromise or be harmful to the safety and security of the traveling public. Additionally, the regulation sets forth the rules that allow the federal government to withhold information from public disclosure even when requested under the Freedom of Information Act (FOIA), in litigation, or in rulemaking. Airport operators and air carriers are required to restrict the availability of infomation contained in security programs to those with a need-to-know. This need-to-know is defined by the Airport Security Program. Under this Part, airport management must withhold sensitive security information (SSI) fiom unauthorized disclosure. If SSI is released to unauthorized persons, the TSA must be notified. Tbis permits the TSA to evaluate the risk presented by the release of the information, and to take whatever actions may be needed to mitigate that risk (Quilty, 2005; Transportation Security Administration, 2008) .
New Part 1540 outlines the rules that apply to all segments of civil aviation security and includes rules that govern individuals and other persons. This regulation applies both to individuals who work at the airport and to the passengers using airports. Part 1540 also outlines definitions and terms used in Parts 1542, 1548 and others. For example, the widely used term escort is given a definition within this regulation. Another significant addition to the regulatory language is the inclusion of individual accountability. The TSA believes that "the contribution of individuals to the success of the civil aviation security program cannot be over-emphasized," and for that reason the "agency believes that holding individuals accountable for their security violations will serve as a direct and effective corrective action and may prove to be a positive deterrent7 ' (Quilty, 2005, p.8) . The TSA believes that by incorporating a level of individual responsibility in tandem with existing airport security programs a higher level of aviation security integrity will be ensured (Quilty, 2005) The TSRs contain general requirements for promoting civil aviation security. Each airport operator, air carrier, foreign air carrier, and indirect air carrier covered by these parts is required to have a security program that contains information that specifies how they will perfom their regulatory and statutory responsibilities. Again, all these security programs are available only to those persons having a need-to-know (Quilty, 2005; Transportation Security Administration, 2008) TSR Part 1 542 Airport Security prescribes rules for airport operators servicing and facilitating U.S. certificated air carriers, foreign air carriers, and both foreign and domestic air cargo carriers. The purpose of Part 1542 is to prevent any act of unlawful interference with the safety of persons and goods in air transportation. To accomplish this goal, the TSA has extended its security regulations to airports as the first practical line of defense (Quilty, 2005; Transportation Security Administration, 2008) The TSA's congressionally authorized area of jurisdiction and responsibility focuses on protecting persons and property in air transportation against acts of criminal violence, air piracy, and terrorism. However, to effect security of aircI.aft in-flight, the TSA extends security measures to the airport operator by requiring airport management to regulate the movement of persons and vehicles having access to all aircraft while on the ground and within the airport boundary. In all respects, the security of civil aviation operations begins at an airport's perimeter fence and terminal building interface (Quilty, 2005; Transportation Security Administration, 2008) Part 1548, indirect air carrier security pmgram, covers security procedures for cargo that are accepted for transport on aircraft. In general, indirect air carriers are required to carry out security procedures for handling cargo that will be carried on aircraft (QuiIty, 2005; Transportation Security Administration, 2008) Aviation Security Advisory Committee Recognizing the need for tighter GA security at the nation's airports to pmtect against terrorist threats, vandalism, and other illegal acts on aviation, in April 2003 the TSA requested the Aviation Security Advisory Committee (ASAC) of general aviation professional trade associations such as the Aimaft Owners and Pilots Association (AOPA), National Business Aircraft Association (NBAA), and American Association of Airport Executives (AAAE), etc. to establish a working group made up of industry stakeholders to develop guidelines for security enhancements for GA operations and airports. The working group consisted of the trade associations, airport operators, and state and federal government representatives.
Members of the working group engaged in extensive meetings to review GA airport security recommendations and to develop a list of GA bestpractices. As a result, a list of best practices was designed to establish non-regulatory standards for GA operations and security. The primary purpose was to assist GA operators in the prevention of terrorist acts using GA aircraft against the United States. (Transportation Security Administration, 2006) On November 17,2003, the ASAC communicated their recommendations to TSA. TSA usedthis document as a baseline fiom which to draft a document titled Security Guidelines for General Aviation Airports. This document was intended to provide GA airport owners, operators, and users with the guidelines concepts, technology, and enhancements to secure aircraft and facilities, as well as mitigate terrorist activities (Transportation Security Administration, 2006) .
Based on the list of GA best practices recommended by the ASAC, students could use the survey instrument below to study GA security at a local airport. Students would first need to obtain the permission fiom a local airport operator to survey their airport security posture. In the case of several universities with aviatibn programs, such as the University of Central Missouri, this may include a university owned GA airport.
General Aviation Security Survey According to the Transportation Security Administration (2006) a number of issues should be addressed by the owners/operators ofGA airports. The main purpose of this survey is to establish the operational status of airport security in relation to the operational recommendations of the ASAC. The resulting survey report will comprise three parts:
1. Fact-finding Survey, 2. Gap Analysis, and 3. Risk Assessment The fact-fmding part displays compliance or noncompliance covering the relevant security areas. Factfinding survey results will form the basis for the gap analysis and risk assessment against standards and recommended ASAC guideline. For purposes of this model, the following survey is proposed for student leamers: Personnel Passengers The PDCA Cycle A plan-do-check-act (PDCA) cycle can be used effectively to implement the SRM. The PDCA cycle is a widely-known and very popular tool; in facf the Airports Council International has endorsed this classic tool in its education and deployment strategy (see http://www.acisafetynetwork.aerol). The PDCA cycle was developed by Dr. Walter Shewharf and made popular by Dr. Edwards Deming, considered the father of modem quality control. PDCA should be thought of as a continuous cycle, repeating as quickly as possible, in upward spirals that converge on the ultimate goal. The cycle accounts for limitations in knowledge and skills as well as the subsequent increase in knowledge as you work your way through the process, providing rapid improvement. The PDCA cycle is an iterative four-step quality control process. The elements include: a) plan, b) do, c) check, and d) act. In the context of SMS, the cycle should be thought of as a cycle within a system of cycles that makes up a security management system (Dartmouth College, n.d.). The power of this method is simplicity as it is very easy to comprehend as follows:
1. Plan -Establish the objectives and processes necessary to identify and deliver the stated security objectives.
2. Do -Implement the processes to cany out the plan.
3. Check -Monitor and evaluate the processes and results against the stated objectives and report the outcomes.
4. Act -Apply actions to the outcomes for necessary improvements and/or corrections. This means reviewing all steps (Plan, Do, Check, Act) and modifying the process to improve the results before its next implementation (see figure 1 below) . Using the survey and the PDCA Cycle to Identi@ the Gap Using the airport survey, several site visits and the PDCA cycle, learners can perform a risk assessment and a gap analysis to identify the gap between the o~timized security outcomes recommended by the ASAC and the integration of these outcomes by the airport operator at the airport studied. This helps provide students with insight into areas that have room for improvement. The gap analysis process involves determining, documenting and approving the variance between recommended ASAC security measures and the risk assessment and current capabilities at the airport studied (Dartmouth College, n.d.).
Risk Assessment Learners can then use the risk assessment criteria of AC 1501552-37 to assess the security risk. The risk levels used in the FAA (2007) Hazards are ranked according to the severity and the likelihood of their risk, which is illustrated by where they fall on the risk matrix. Hazards with high risk receive higher priority for treatment and mitigation. (  P-11) The risk assessments are based on the risk assessment in table 1 below.
